IN ASSOCIATION WITH
¥ 360 O AUDITBOARD

INDUSTRY REPORT

Emerging Trends in

Governance, Risk and
Compliance (GRC) - 2024




Table of contents

About EM360Tech

Executive Summary

What is GRC?

Al'in GRC: Its impacts, Challenges, and the Road ahead

From Compliance to Protection: GRC in the New Data
Privacy Landscape

From Local to Global: The expanding reach of ESG in GRC

Data-Driven Compliance: Building a strong foundation for
GRC

Cybersecurity as a compliance enabler

Virtual Vigilance: Maintaining compliance in Remote
workforces

Conclusion

M3BB0 g aso0

1

16

22

26

31

35

GRC Report 2024



About EM360Tech

EM360! Fiavkseven sso

Audience

EM360Tech has a global audience of over 640,000
active users made up of IT experts, business leaders
and industry analysts from across the enterprise
landscape.

Enterprise Management 360 (EM360Tech) is the only
place where IT experts and business leaders converge
to discuss the latest tech trends, share insights, and
shape the future of enterprise technology.

Our vibrant community of over 640,000 thought
leaders and industry experts are the driving force
behind the next big tech breakthroughs, providing our
community with the knowledge, tools, and strategies
to turn technology into a force for innovation.

Our content

Analyst-led products

The award-winning EM360 Podcast pairs trusted
industry analysts with leading technology companies
to discuss the latest industry trends and solutions in
the enterprise tech landscape.

Top 10s

Our Top 10s delve deep into different areas of the
enterprise landscape to find the ten top trends or
providers that are shaping the field.

EM3B60 &k seo

Scope

Our content delves deep into the latest trends in Al,
cybersecurity, data, infrastructure management and
emerging technologies, providing actionable insights
and community analysis.

Our content is made for IT leaders, by IT leaders.
Whether it's data, cybersecurity, Al or infrastructure
management, our dynamic team of editors work
closely with trusted industry advisors and analysts to
provide actionable insights and community analysis
across the enterprise tech landscape.

Join EM360Tech to access exclusive analyst-led
content, connect with industry leaders and tap into
our global community of tech leaders and industry
experts as you gain insights and expand your network.

Tech articles

Our tech articles delve deep into the latest news and
analysis across the enterprise tech world, whether it
be the latest Al innovation or large-scale cyber attack.

Industry Interviews

The EM360Tech editorial
industry events to speak to industry experts and our
partnered analysts about all things enterprise tech.

team attends various
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Executive summary

Navigating the Future: How Will Governance, Risk, and Compliance
Evolve in 20247

Inthe dynamic and complexregulatory environment of 2024, effective Governance,

Risk Management, and Compliance (GRC) frameworks are crucial for navigating
W(S’_g%;g the emerging challenges and opportunities that organizations face. This report

presents the key trends in GRC for 2024, highlighting the dual need to adapt to
Michael Lodge

CEO at EM360Tech

rapidly changing regulations while maintaining the highest standards of ethical
conduct across industries.

The emphasis this year is on several pivotal areas: the impact of Artificial
Intelligence (Al) on regulatory and ethical frameworks, increased demands for data
privacy and protection, and the expanding scope of Environmental, Social, and
Governance (ESG) criteria. Each of these areas presents distinct challenges and
opportunities for GRC professionals. For example, as Al continues to integrate into
various business operations, managing its governance becomes a central concern,
necessitating new strategies to manage associated risks and ensure ethical use.

Moreover, the report explores the complexities introduced by the rise in remote
workforces, which has redefined traditional risk landscapes and compliance
requirements, particularly in terms of cybersecurity and data protection. This
shift demands new approaches to secure data and manage employee oversight
remotely.

Key insights from the report indicate that compliance officers will need to play
a critical role in 2024, not only in reacting to regulatory changes but also in
proactively shaping risk management strategies that align with both current and
future business models. Advanced digital tools and GRC systems are highlighted
as critical tools that will allow these professionals to forecast risks more accurately
and support decision-making that upholds sustainable business practices.

As organizations prepare to tackle these challenges, the report aims to equip GRC
professionals with the knowledge and tools needed to navigate the complexities
of the modern regulatory and operational environment. By staying informed
and proactive, compliance functions can evolve to not only address immediate
compliance needs but also anticipate and mitigate future risks, thereby supporting
aculture of compliance that aligns with both legal obligations and ethical standards.
The insights and strategies discussed herein are intended to guide organizations
through the complexities of 2024 and beyond, ensuring they remain resilient,
compliant, and ethically strong in an increasingly digital world.

GRC Report 2024 4
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What is GRC?

(1

In today’'s complex and interconnected world,
organizations can no longer afford to manage
governance, risk management, and compliance

in silos. A siloed approach leads to inefficiencies, Robert Half
. . . . Risk Management
duplication of efforts, and increased risk. Thought Leader

In today’s competitive landscape, organizations
need a clear direction and a well-defined strategy
to navigate challenges and achieve long-term
success. Enter Governance, Risk Management, and
Compliance (GRC) — a comprehensive framework
that acts like a compass and map, guiding enterprises
towards sustainable growth.

GRC tackles key aspects of running a successful
organization through a three-pronged approach:

+ Governance: This establishes the foundation by
setting clear rules and processes for decision-
making. It defines roles and responsibilities within
the organization, creates a board of directors,
and implements ethical policies related to data
privacy and business conduct. Imagine it as a
company rulebook that outlines "how” things get
done, ensuring everyone operates on the same
page.

+ Risk Management: This proactive approach
focuses on identifying and mitigating potential
threats to the organization’s success. Think of it
asanticipating potential roadblocks. By analysing
factors like cyberattacks, financial instability, or
legal issues, organizations can understand the
likelihood and severity of these risks. This allows
them to develop strategies to minimize their
impact and avoid costly disruptions.

EM3B60 &k seo

Compliance: This ensures the organization
adheres to all relevant laws, regulations, and
industry standards. These are like “traffic signs”
for your business, covering areas like data
privacy, financial reporting, or environmental
regulations. By following these guidelines,
organizations operate within legal boundaries
and demonstrate a commitment to responsible
practices Compliance minimizes legal or
regulatory issues, fostering trust with customers,
investors, and other stakeholders.

A robust GRC program is like having a reliable
guide on your business journey. It empowers
enterprises to reduce risks, improve efficiency by
streamlining processes, make informed decisions
based on data-driven insights, and enhance their
reputation through a commitment to ethical
practices and compliance. Ultimately, GRC is a
critical framework for organizations to navigate
the complexities of the modern business world
and achieve sustainable success.

GRC Report 2024



Evolution of GRC

The evolution of GRC technology has been marked by significant advancements that have transformed how
organizations manage their regulatory responsibilities, risks, and corporate governance frameworks. Here's a
look at the key stages and features of this evolution:

The Dawn of GRC

Integration and
Automation

Enterprise Platforms
Emerge

Accessibility
Unleashed

Big Data & Advanced
Analytics

Al and Machine
Learning

RegTech Revolution
Streamlining with
Precision

Green Governance:
Sustainability & ESG
Compliance

GRC efforts were akin to navigating a labyrinth with only a candle. Manual processes,
towering stacks of paperwork, and isolated functions defined the early days, where
inefficiency and inconsistency reigned supreme.

As the digital age unfurled, a revolutionary wave of integration swept across the GRC
landscape. Enter the era of software solutions—sleek, sophisticated systems that wove
governance, risk, and compliance into a seamless tapestry, enhancing accuracy and
streamlining operations.

By the turn of the millennium, the titans of GRC emerged: robust platforms offering a
holistic overview. These giants roared to life, offering comprehensive risk assessments
and razor-sharp compliance reports, empowering organizations with unprecedented
visibility and decision-making prowess.

With the advent of cloud technology, GRC platforms became more accessible.
Cloud-based GRC solutions allowed for greater scalability, real-time data access, and
collaboration across different geographic locations. Mobile access enabled executives
and managers to review and manage GRC processes on the go.

The explosion of data led to the integration of big data analytics into GRC platforms. This
enabled more sophisticated risk modelling & predictive analytics, providing organizations
with forward-looking insights rather than retrospective analyses.

The frontier of GRC technology is now dominated by Al and machine learning—intelligent
sentinels that parse vast information streams, automating complex compliance chores
and dynamically tracking regulatory shifts.

A subset of GRC, focused specifically on using technology to enhance regulatory
processes. RegTech solutions utilize Al, machine learning, and blockchain to ensure that
compliance is maintained more efficiently and effectively.

With the green revolution underway, GRC technologies are evolving green tendrils,
integrating tools that monitor sustainability performance and ensuring compliance with
ESG mandates.

Through these stages, GRC technology has continuously evolved to meet the growing complexity of

business environments, regulatory landscapes, and risk scenarios. Today, it plays a crucial role in ensuring that

organizations not only comply with legal requirements but also operate efficiently and sustainably.

EM3B60 &k seo
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EMERGING TRENDS IN GRC FOR 2024

The new Frontier: Al in GRC - The Good,

the Bad... The Future

In the last decade, the emergence of artificial
intelligence, particularly generative Al that can craft
entirely original content with just instructions, has
been the most significant technological leap. The
coming years, including 2024, will be defined by how
corporations can leverage Al for responsible and
profitable gains.

The compliance department bears the responsibility
of anticipating the potential challenges and threats
that Al presents. For instance, Al could be harnessed
by compliance teams themselves to optimize or
solidify their function. Other departments within the
organization could also discover ways to incorporate
Al productively into their operations. However,
there's also the risk of departments rushing forward
without proper consideration, potentially creating a
multitude of compliance and cybersecurity issues.

According to a survey by Deloitte, 62% of
organizations have reported that Al has significantly
helped them
compliance procedures.

improve the efficiency of their
This enhancement is
largely due to Al's ability to automate complex and
repetitive tasks, such as compliance audits and risk
assessments.

Therefore, as compliance officers start to employ
Al tools within their own areas of expertise, they
must also serve as trusted advisors to senior
management and other departments. This dual role
ensures that Al implementation across the company
is conducted prudently and with a keen awareness
of risks, while strictly adhering to legal standards.
This approach not only mitigates potential pitfalls
but also maximizes the technology’s benefits in a
controlled and compliant manner.

The Double-Edged sword of Generative Al

Generative Al, the technology behind tools like
ChatGPT (which boasted over 180 million users in
early 2024), boasts immense potential. By leveraging
Natural Language Processing (NLP), it allows users to
interact with Al in plain language, just like talking to a
colleague. Imagine a vast data lake at your fingertips,
readily responding to employee queries. Enterprises
are already exploring its use for tasks like content
creation, chatbot development, and even marketing
copywriting.

Unlocking Efficiency: Businesses can leverage an
NLP interface to empower employees. Imagine a
marketing team asking: “What social media content
themes resonate most with our target demographic?”
or a sales team querying: “Which existing customers
are most likely to benefit from our new product
launch?” A recent McKinsey study found that up to
80% of an employee's time can be spent on tasks

EM3B60 &k seo

automatable with Al, highlighting the potential for
significant efficiency gains.

However, this power comes with inherent risks.
Without proper safeguards, Al accuracy suffers. The
data it consumes, potentially including confidential
information, could be used to refine future
responses for other users. Unforeseen interactions
with employees and customers could arise. Flawed
training data can lead the Al to adopt “bad habits,”
delivering inaccurate answers just like a human

relying on faulty information.

Here's the crux of the matter: Generative Al is

extraordinarily powerful. Businesses that can
harness this power responsibly stand to unlock a
treasure trove of benefits. However, neglecting to
implement strong guardrails could lead to disastrous

consequences.
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Al in the compliance function

The potential for Al within the compliance function
is vast. Remember, Al thrives on consuming
large datasets, and corporations are swimming
in data. Imagine a custom-built generative Al
tool trained solely on your company'’s transaction
data, third-party information, and even internal
communications. You could then use this tool
as a virtual detective, asking pointed questions
about potential compliance risks in clear, concise
language. The Al, in turn, would deliver clear and
direct answers, highlighting potential red flags.
Gartner predicts that by 2025, over 50% of major
enterprises will use Al and machine learning to
perform continuous regulatory compliance checks,
up from less than 10% in 2021.

However, unlocking these potentials depends on
two crucial factors: data management and access.

What about Al regulation?

The regulatory landscape surrounding Al is still
taking shape. While some initial steps have been
taken, like California's recent law on consumer
privacy rights regarding Al-powered data
collection, comprehensive regulations are still under
development. However, 2024 could be a year of

significant movement on this front.

The EU's proposed Artificial Intelligence Act is a
pioneering step in the regulation of Al technologies,
establishing a framework that categorizes Al
applications based on the level of risk they pose
to society. This act classifies Al systems under
four levels of risk: minimal, limited, high, and
unacceptable. High-risk categories include Al used
in critical infrastructures, educational or vocational
training, and employment, which will require strict
compliance measures such as risk assessment,
transparency obligations, and adherence to robust
data governance standards.

EM3B60 &k seo

Strong data governance practices are essential.
The compliance team needs comprehensive
access to all relevant data for the Al to function
effectively. This might necessitate collaboration
with other departments in 2024 to improve data
management practices and ensure the compliance
team has the necessary access and control over
the data it needs. By prioritizing data governance
and access, compliance officers can position
themselves to leverage Al and maximize its value
for the organization.

50%

of major enterprises will use Al and Machine
learning to perform continuous regulatory
compliance checks by 2025 (predicted by Gartner)

This regulation underscores a significant shift
towards ensuring that Al
developed and deployed in a manner that prioritizes

human safety and fundamental rights. Incorporating

technologies are

a discussion on this act can help organizations
understand the potential impact on their operations
and the necessary steps to ensure compliance with
these upcoming regulations.

The reality is, Al is already being used in various
business functions, and compliance officers don't
have the luxury of waiting for finalized regulations.
2024 presents a golden opportunity for compliance
leaders to take a proactive stance. Engaging with
senior management about responsible Al adoption
is essential. Additionally, enhancing one’'s own GRC
technology skills will empower compliance officers
to leverage Al effectively within their function. By
taking these steps, compliance officers can ensure
their organizations navigate the evolving regulatory
landscape and unlock the full potential of Al while
adhering to ethical and legal principles.

GRC Report 2024



Al in RegTech

Al is revolutionizing the RegTech sector by enabling
more efficient and accurate compliance processes.
One of the most impactful applications is in the
area of Know Your Customer (KYC) processes,
where Al technologies are used to automate data
collection, verification, and risk assessment tasks. By
integrating Al into KYC procedures, organisations
can dramatically reduce the time and resources
required for onboarding clients while enhancing the
accuracy of fraud detection systems. According to
a report by Juniper Research, Al-driven RegTech
solutions are projected to
approximately $1.2 billion in compliance-related

save businesses

expenses by 2023. An example of this application
is the use of ML models to analyse vast amounts

Approximately

$1.2 billion

in compliance-related expenses is projected to be
saved by businesses through Al-driven RegTech
solutions by 2023, according to a report by Juniper
Research.

of data to identify patterns that may indicate
fraudulent activity, significantly improving the
effectiveness of anti-money laundering (AML)
efforts.

Al Auditing: Ensuring Accountability and Transparency

Al auditing is an emerging practice designed to
evaluate Al systems for compliance with regulatory
and ethical standards. Effective Al auditing involves
assessing the algorithms, data, and design processes
of Al systems to ensure they are transparent,
accountable, and free from biases. Introducing Al
auditing practices can serve as a critical check to
maintain public trust and regulatory compliance,
particularly for Al applications in sensitive areas

such as healthcare, finance, and public services. For
example, Al systems used in credit scoring should be
audited regularly to ensure they do not perpetuate
existing biases or unfair practices. Highlighting
the role of Al auditing in your report can guide
organizations on how to implement these practices
to enhance the accountability and transparency of
their Al deployments.

Ethical Considerations: IEEE’s Ethically Aligned design

As Al
to  business

become more
addressing
considerations s crucial. The IEEE's Ethically Aligned
Design guidelines provide a comprehensive set of

technologies integral

operations, ethical

recommendations aimed at ensuring that Al systems
are developed with ethical principles in mind. These
guidelines emphasize human rights, transparency,
accountability, and the need to address and
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prevent algorithmic bias. By adopting these ethical
frameworks, organizations can navigate the moral
implications of Al, fostering trust among users and
stakeholders. Discussing these guidelines can help
GRC professionals understand the importance
of embedding ethical considerations in their Al
strategies, ensuring that their Al implementations
uphold the highest standards of ethics and integrity

GRC Report 2024



Best practices

Focus on Clear Objectives: Don't be tempted by the
“Al buzz.” Clearly define your GRC goals and identify
specific areas where Al can provide the most
value. This could be automating repetitive tasks,
improving risk identification through data analysis,
or generating deeper compliance insights from vast
amounts of data.

Prioritize Data Quality: Al is only as good as the
data it feeds on. Ensure your data is accurate,
complete, and standardized to avoid skewed results
and unreliable insights. Invest in data cleansing and
governance processes to maintain high-quality data
for your Al-powered GRC tools.

Human Oversight is Key: While Al automates tasks
and provides valuable insights, human expertise
and judgment remain essential. Use Al to augment

Analyst Outlook

As Al reshapes business landscapes, a robust GRC
strategy is critical. Evolving, fragmented regulations
across functions, geographies, industries
demand proactive compliance efforts. Strong
leadership buy-in for a unified Al governance
framework is essential, with GRC leaders at the
forefront. They'll be responsible for navigating the
complex legal and ethical landscape by staying
ahead of fostering collaboration
across departments, and implementing
controls to ensure responsible Al adoption. This
includes not just mitigating potential risks but also
proactively identifying opportunities to leverage
Al to enhance existing GRC processes, such as
automating data analysis for risk assessments or

and

regulations,
robust

streamlining regulatory reporting. By embracing
a forward-thinking approach, GRC leaders can
ensure organizations harness the power of Al while
mitigating potential risks

EM3B60 &k seo

human capabilities, not replace them. Al should be
viewed as a powerful tool that empowers your GRC
team to make more informed decisions.

Transparency and Explainability: As Al models
make recommendations or automate tasks, ensure
transparency in their decision-making processes.
This allows your team to understand the rationale
behind Al-generated suggestions and fosters trust
in the system.

The
regulatory and risk landscape is constantly evolving.

Continuous Learning and Improvement:
Choose Al solutions that can learn and adapt over
time. Regularly monitor your Al GRC tools, assess
their effectiveness, and refine your approach to
ensure they remain aligned with your evolving

needs.

o6

“Al will continue to reshape
the GRC landscape. We can
expect to see advancements
in areas like anomaly detection,

predictive analytics,

and

automated regulatory reporting.

- McKinsey & Company

GRC Report 2024
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EMERGING TRENDS IN GRC FOR 2024

From Compliance to Protection: GRC in the
New Data Privacy landscape

The world of data privacy feels like a regulatory
rollercoaster where new laws and guidance seem
to appear daily. This complexity is amplified by the
ethical considerations surrounding Al and the ever-
present threat of cyber-terrorism. Data privacy has
transcended basic individual information security.
National
deepfakes to damage reputations, and corporate
data breaches involving biometrics all complicate
the picture.

security concerns, the potential for

According to the International Data Corporation
(IDC), worldwide spending on security-related
hardware, software, and services is projected

Global Dynamics

Every part of the globe is now interested in data
privacy, but some places are more focused than
others:

Europe: A regulatory Leader

Europe remains the epicentre of data privacy
regulation. They were the first to establish a
consistent, EU-wide standard with the General
Data Protection Regulation (GDPR). Since its
implementation, regulators have focused heavily
on tech companies, with social media and internet
search giants bearing the brunt of hefty fines. This
focus on enforcement is likely to continue.

The UK: Maintaining Alignment Post-Brexit

The UK adopted the UK GDPR in 2020, closely
mirroring the European model. Maintaining data
adequacy with the EU, allowing for free data flow is
crucial for the UK’s tech sector. While some political

EM3B60 &k seo

to reach $174.7 billion in 2024. This investment
underscores the critical nature of data protection
in maintaining compliance and safeguarding against
breaches.

Navigating this landscape is a constant challenge
for compliance, ethics, risk, and data privacy
officers. The legal landscape is a moving target,
and 2024 promises even more change. So, where
are we now? What emerging issues should we be
aware of? How can we prepare, and what can we
expect in the coming year? Let's delve into these
critical questions and explore strategies for tackling
data privacy.

voices advocate for a more business-friendly
approach, significant deviations from the EU model
haven't materialized yet.

U.S. Data Privacy: Federal Stalemate & State Action
The push for a comprehensive federal data privacy
law inthe US remains deadlocked. Despite bipartisan
efforts, no nationwide law exists, and we don't
anticipate one in 2024. However, a flurry of activity
at the state level paints a different picture. California,
a first mover in this space, recently passed the
California Privacy Rights Act (CPRA), strengthening
data protection measures. Additionally, a dedicated
regulator, the
Agency, has been established with a reputation
for aggressively interpreting personal data which
is even broader than the EU's GDPR and Al Act.
This patchwork approach is further complicated by
10 other states with data privacy laws, each with
unigue nuances and requirements.

California  Privacy  Protection

GRC Report 2024
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Data: The new border?

Like how countries fight for economic control, data
privacy is becoming a new geopolitical flashpoint.
Here's how Russia and China are flexing their
muscles:

Russia (2022 Law): With a new data privacy law,
Russia is cracking down on how companies handle
personal information. This includes mandatory
data breach notifications and stricter rules for

transferring data outside the country’s borders.

China (PIPL): China's
Personal Information Protection Law (PIPL) throws

recently implemented

Impact of Brexit on Data Transfers

The impact of Brexit on data transfers between the
UK and the EU, the new UK adequacy decisions
play a crucial role in determining the ease of data
transfers post-Brexit. These decisions are essential
for businesses operating in both regions, as they
signify the UK's commitment to maintaining
alignment with EU data protection standards.

Ensuring data adequacy with the EU is vital for
facilitating seamless data flow, especially for the UK's
tech sector, which heavily relies on uninterrupted
data transfers. While there have been discussions
advocating for a more business-friendly approach

More data localization requirements

Data localization, forcing companies to store data
within a country’s borders, is on the rise. This is due
to growing cyber threats and stricter sanctions
between nations. Countries see it as a way to
keep their data safe from outsiders. For example,
Russia’'s 2022 data law requires certain data to be
stored within Russia. But critics argue this creates
a confusing global data system, making it harder for
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up hurdles for businesses. It mandates data
localization, meaning companies must store certain
information within China. Additionally, transferring
data overseas involves a strict security review

process.

India (Digital Personal Data Protection Act -
DPDPA): India recently passed the DPDPA, its
first comprehensive data privacy law. This law
establishes requirements for companies handling
personal information and gives individuals rights to
access, correct, and erase their data.

post-Brexit, significant deviations from the EU
model have not materialized yet.

The evolving landscape post-Brexit underscores
the importance of understanding and complying
with the new UK adequacy decisions to navigate
the complexities of data transfers effectively and
ensure data privacy compliance for organizations
conducting business across the UK and the EU.

This alignment with EU data protection standards is
crucial for fostering trust, maintaining data security,
and upholding the integrity of data transfers
between the UK and the EU in a post-Brexit era.

information to flow freely. It can also be expensive
and inconvenient for businesses. Plus, determined
hackers might still find ways to access the data.
Data localization also raises privacy concerns, as
governments might have easier access to the
information. In the future, policymakers will need
to find a way to balance national security with
data privacy and the free flow of information in our
increasingly connected world

GRC Report 2024
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Blockchain Revolutionizing Data Privacy

The digital age has brought a wealth of new
technologies, but also new challenges for data
privacy. One emerging technology, blockchain, is
shaking things up by offering a way to conduct data
transactions with greater transparency and security.
This, in turn, has the potential to significantly
enhance trust and compliance.

Here's how blockchain is influencing data privacy
practices:

Empowering Users with Control: Blockchain
technology uses a decentralized ledger system,
where data is not stored in one central location
but distributed across a network of computers.
This gives users more control over their personal
information, as they can choose what data to share
and with whom. Imagine a permission slip for your
data, where you control who gets to see it.

Transparency Through Immutability: Once data is
recorded on a blockchain, it becomes tamper-proof
and cannot be altered. This creates an audit trail
that shows exactly what information was shared
and when. Think of an unalterable receipt for your
data transactions, providing clear evidence of what
happened.

oott"?
o
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Enhanced Security with Encryption: Blockchain
employs strong cryptographic techniques to
encrypt data, making it extremely difficult for
unauthorized access. This encryption acts like a
high-tech lock on your data, protecting it from

prying eyes.

By offering these features, blockchain fosters
trust in data transactions. Users can be confident
that their information is secure and hasn't been
tampered with. This new found trust can lead to
greater compliance with data privacy regulations,
as organizations become more transparent about
how they collect and use data.

However, it'simportant torememberthat blockchain
is still a developing technology. Challenges like
scalability (handling large amounts of data) and
energy consumption need to be addressed before
it can be widely adopted. Despite these hurdles,
blockchain's potential to revolutionize data privacy
practices is undeniable. It offers a future where
users have more control, organizations operate
with greater transparency, and trust becomes the
foundation for a more secure digital world.

:
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Best Practices

Embrace Core Principles: With a complex web of
data protection laws, a principles-based approach
is your best bet for compliance. Look to the EU's
GDPR and its seven core principles like transparency,
purpose limitation, and data minimization as a solid
foundation. These principles can be applied to
most data protection laws, simplifying compliance
efforts.

Know Your Data Landscape: A comprehensive
data inventory and mapping exercise is crucial for
efficient data subject access requests (DSARs).
Partnering with your IT department to create a
catalogue of all personal data categories your
company uses across different systems is the first
step. This inventory serves as the foundation for
data flow maps, which illustrate how personal data

moves within your organization and to/from third-
party systems.

Review and Update Contracts: If your company
shares data with third-party vendors (which is
highly likely), scrutinize your contracts. Ensure they
include robust data breach notification clauses and
strong data security requirements. Opt for broad,
future-proof language that adapts to evolving legal
landscapes.

Simulate a Crisis: There's no substitute for real-
world experience, even in a simulated setting.

|u

Many companies conduct annual “data breach
simulations” (tabletop exercises) to prepare teams
for crisis response. Encourage your IT department

to include a simulated personal data breach in their

EM3B60 &k seo

Approximately

S4.24 million

is the highest average cost of a Data Breach Report
(highlighted by IBM)

next exercise. This experience will highlight the
importance of data protection from both employee
and customer perspectives, fostering a culture of
data security within your organization.

Stay Informed: Knowledge is power. Find a reliable
source that provides updates on data privacy
regulations, both existing and proposed, as well
as enforcement actions. Consider subscribing to
legal firm newsletters, industry trade association
emails, or news alerts to stay ahead of the curve.
Remember, the only constant is change — data
privacy regulations are constantly evolving, so
continuous learning is essential as IBM's Cost of a
Data Breach Report highlighted that the average
total cost of a data breach is $4.24 million, the
highest average total cost ever which they have
reported.

By implementing these practical steps, you can
navigate the complexities of data privacy with
confidence. Remember, it's about striking a
balance: complying with regulations while ensuring
responsible and ethical data use within your

organization.
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Analyst Outlook

Get ready for tighter rules and more control for
people over their information! Data privacy experts
say companies will soon need to collect way less
personal information on us. This means less chance
of data breaches and a lighter load when it comes to
followingallthe privacy laws. Plus, expect to see more
fancy tools that keep our info private, even when
companies use it for stuff like making cool apps. By
2025, most big companies will likely be using these
tools to keep our data safe . This can be showcased

with the support of over 120 countries that have
implemented legislation to secure the protection of
data and privacy, according to the United Nations
Conference on Trade and Development (UNCTAD).
This global trend indicates a widespread regulatory
focus on data privacy and protection. Basically, the
future of privacy is all about companies needing
less of our information and using smarter tools to
keep it secure. This way, everyone wins.

(1

Data privacy is not just a compliance exercise. It's about building
trust with customers and demonstrating a commitment to
protecting their data. While compliance remains important, GRC
needs to evolve to prioritize proactive data protection strategies.”

- Dr. Ann Cavoukian

(Former Information and Privacy Commissioner of Ontario, Canada




EMERGING TRENDS IN GRC FOR 2024

From Local to Global: The expanding reach

of ESG in GRC

In  today’s regulatory
landscape, Environmental, Social, and Governance
(ESG) factors are becoming
organisations
According to the KPMG Survey of Sustainability
Reporting 2020, 96% of the world's largest 250
corporations report on sustainability, demonstrating
the pervasiveness of ESG considerations in
corporate reporting practices. While the European
Union (EU) has always been a leader in this area, it is
evident that two of the most recent requirements will
increase in importance, influence and accountability
for businesses across the globe, whether they are
based in the EU or not.

interconnected global

a fundamental

consideration  for worldwide.

As the United States grapples with new climate
disclosures for organizations doing business in

California and the much anticipated pending
climate-related regulations from the Securities and
Exchange Commission (SEC), businesses across the
globe would be smart to look at what is happening in
the EU and to start taking pre-emptive action today.
Even with all the “antiwoke” sentiment in the media
today, these rulings underscore an undeniable truth:
ESGis here to stay, and requirements are only going
to get stricter over the years to come.

Examining the United States ESG landscape
provides critical context for our discourse on the
EU's trend-setting ESG disclosure requirements,
how they inform other regulatory bodies, and

what it all means going forward.

According to the KPMG Survey of Sustainability Reporting 2020,
96% of the world’s largest 250 corporations report on sustainability,
demonstrating the pervasiveness of ESG considerations in corporate

reporting practices.

The EU is leading the way

The "ESG discussion” is quite nuanced, but let's start
by looking at it from two main areas the various
laws endeavour to regulate: ESG data collection
and disclosure and supply chain due diligence
and monitoring, including human rights impact
assessments and addressing modern slavery within
the supply chain.

EM3B60 &k seo

In 2023, we saw the landmark passage of several
new directives. All of these will have potential global
impacts, from directly affecting businesses in the
EU or organizations that do a substantial amount of
business in the EU, to serving as a global indicator
for what is likely to come. So, let's start with the core
ESG regulations coming out of the EU.
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What is the CSRD?

The EU Corporate Sustainability Reporting Directive
requires granular and comprehensive disclosure of
material ESG metrics as decided through a rigorous
double materiality process. The CSRD went into
effect in January 2023 and is mandatory for nearly
50,000 organizations (including around 3,000 U.S.
companies). Data collection is to begin in FY 2024,
with the first CSRD-aligned reports published in
2025, coinciding with firm financial statements.

Immediately affected organizations include those
with over €20 million in assets, a net turnover of €40
million and/or 250 or more employees. Reporting
will go into effect for companies with less than the
above parameters, considered EU SMEs, in 2026,
and non-EU companies with €150M net turnover
and one branch or subsidiary in the EU in 2028.
Under this Directive, organizations are required to
accurately report on governance, strategy, impacts,
risks and opportunities, and metrics and targets.

Additionally, companies must conduct a CSRD
and ESRS
Standards) aligned double materiality assessment

(European Sustainability Reporting

annually and provide detailed measurements on

subjects such as climate-related financial risks

and greenhouse gas emissions to meet these
requirements. The ESRS provides the disclosure
framework to meet the needs of CSRD reporting.
Companies must report on all ESRS disclosures
that are material to the company or required as a
general disclosure by the framework. For many, the
reporting requirements will also extend throughout
the value chain, further complicating information
collection and solidifying that organizations will be
held responsible for third-party actions.

Over

S20 million

in assests organizations are immediately affected
(including around 3,000 U.S. companies)

The CSRD went into effect in January
2023 and is mandatory for nearly 50,000
organizations (including around 3,000 U.S.
companies).




What is CSDDD?

Passed by EU Parliament in June 2023, the
Corporate Sustainability Due Diligence Directive
goes even further to expand on the value chain
accountability of organizations and establishes
reporting and disclosure mechanisms intended to
increase obligations of the board and directors to
ensure company compliance.

Organizations for which CSDDD would apply include
EU companies with more than 500 employees
and a global turnover of €150 million, and non-EU
companies if they generate €150 million or more
in the EU market annually. The CSDDD also applies
to EU and non-EU organizations with 250 or more

employees and €40 million in annual turnover in the
EU if half of the turnover is from a high-risk sector.
High-risk sectors include the manufacturing or
wholesale of textiles, leather and related products,
agriculture, forestry
industries, and the food industry.

and fisheries, extractive

The CSDDD would require applicable organizations
to conduct due diligence in assessing environmental
and human rights risks for suppliers, ensure third-
party compliance, establish a mechanism to report
grievances, risk identification and mitigation, and
public reporting.

The Rise of Unified Voluntary Frameworks: ISSB, TCFD, and SASB
Align to Support Global ESG Regulations

Voluntary frameworks are unifying to support the
increase in global ESG governmental regulations.
The International Sustainability Standards Board
(ISSB), established in November 2021 at COP26
in Glasgow, brought together multiple frameworks
to develop a high-quality, comprehensive global
baseline for ESG reporting. Focused on meeting the
needs of investors and the financial markets, the
ISSB will absorb the reporting requirements of the
Taskforce on Climate-related Financial Disclosures
(TCFD), seen as the standard for climate-related
financial risk disclosures, as of 2024.

The ISSB standards build on the existing
frameworks and standards for disclosure to address
the information gap and issues with the reliability
and comparability of ESG data. Since ESG data
looks different depending on the organization and
corresponding value chain in question, establishing
a common taxonomy has long been an issue for
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compiling this information for disclosure. Merging
the requirements of ISSB, TCFD and furthermore
SASB (The Sustainability Accounting and Standards
Board) will encourage easier and more efficient
disclosure to better inform investors, lenders,
insurance underwriters, customers, suppliers and
vendors. Aligned frameworks will help provide ESG
data to stakeholders who can accurately assess

financial risks related.

In short, these two voluntary frameworks overlap
with the requirements coming out of the EU in
significant ways, including disclosure of climate
risks and opportunities,
business continuity plans, climate targets, Scope 1
and 2 disclosures, and more. Because of the many

risk management and

materials financial impacts ESG metrics have on
capital markets, this reporting merger will provide
disclosures that will be as essential as financial
statements as practices advance.
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What do EU ESG requirements mean for the U.S.?

Though the California and SEC decision on climate-
related disclosures will have the greatest impact
on U.S.-based companies, the EU requirements
are important for the many larger U.S. companies
doing business in the EU already meeting those
requirements for the CSRD and CSDDD. These U.S.
companies would do well to begin preparation for
both SEC and EU reporting to avoid the financial
and human capital constraints put upon a company
when it becomes a laggard in meeting regulatory
obligations.

Then, there is the question of enforcement. While
the EU has enforcement mechanisms for many ESG
regulations, how the U.S. will enforce ESG targets
and disclosure is still uncertain and unpredictable.
Part of the noise regarding ESG regulation in the
U.S. concerns the looming elections and what will
happen should a conservative administration take
over in 2025. While this political shift is a distinct
possibility, one thing is clear: ESG is not going away,

Climate Risk as a Financial Risk

Big companies are finally realizing climate change
isn't just about hurting the planet, it can hurt their
wallets too. This “climate risk” means losing money
from extreme weather like floods and storms
damaging buildings and factories. There's also the
risk of being left behind if they don't switch to
cleaner energy sources sooner.

Imagine an investor looking at two companies: one
using a lot of coal and the other using mostly solar
power. The coal company might seem cheap now,
but what if new laws make coal more expensive, or
a big storm damages their coal plants? The solar
company might be a safer bet in the long run.
That's why investors are looking more closely at
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and this information is quickly becoming as vital as
financial disclosure, and global trends will continue
to move in this direction, regardless of the political
climate in the U.S.

California. SB 253, the Climate Corporate Data
Accountability Act, will require all corporations
doing business in California (both public and
private) with more than $1B in annual revenue to
fully disclose Scope 1, 2 and 3 in accordance with
the Greenhouse Gas Protocol and get assurance
on those greenhouse gas disclosures. SB 261, the
Climate Related Financial Risk Act, will affect public
and private companies with over $500M in annual
revenue, requiring biennial preparation of a climate-
related financial risk report disclosing the entity’s
climate related financial risk and measures adopted
to reduce and adapt to climate-related financial
risk. While smaller companies will be excluded
from these bills, the regulations would have major
implications for U.S. companies.

how prepared companies are for climate change.
They want companies to be open and honest about
the risks they face, like how much pollution they
cause and what they're doing to cut back. This
transparency helps investors make smarter choices
and pushes companies to take climate change
seriously.

Climate risk might seem scary, but it's also an
opportunity. Companies that take action now to
reduce their climate risk will be better off in the
future. It's like preparing for a rainy day — by being
smart about climate change, businesses can protect
themselves from financial storms down the road.

GRC Report 2024
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ESG in Emerging Markets

Emerging economies like India and Brazil are
revamping their corporate landscape with a focus
on Environmental, Social, and Governance (ESG)
practices. This means big companies in these
countries will now need to be more transparent
about how they handle the environment, treat their
workers, and follow the rules.

This shift isn't just about attracting investors who
prioritize sustainability (although that's a perk). It's
a way for these developing nations to show they're
serious about tackling environmental challenges,
ensuring fair labour practices, and operating with
good governance.

Best Practices

Integrating ESG considerations into your GRC
framework is becoming
Here are 4 key best practices to achieve this:

increasingly important.

Conduct a comprehensive ESG risk assessment:
Don't just focus on traditional risks. Expand your
assessment to include environmental factors like
climate change or resource scarcity, social factors
like labour unrest or community relations, and
governance factors like board diversity or bribery
risks. By analysing these ESG risks, you can identify
potential areas of concern and develop mitigation
strategies.

Integrate ESG metrics into your GRC processes:
Move beyond just financial metrics. Develop and
track relevant ESG metrics that align with your
identified ESG risks. Examples could include water
usage, employee turnover rates, or anti-corruption
training completion rates. By integrating these
metrics into your GRC system, you can monitor
progress, identify areas for improvement, and
demonstrate your commitment to ESG goals.
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Think of it as a way for emerging markets to play by
the same global rulebook as developed economies.
By implementing ESG regulations, these countries
can create a more sustainable future for themselves,
not just forthe sake of attracting outside investment,
but for the wellbeing of their
workforce, and overall business climate.

environment,

There are hurdles, of course. Smaller companies
might struggle with the resources needed for
robust ESG practices and reporting. The regulations
themselves are still evolving. But the trend is clear:
emerging markets are embracing ESG, paving
the way for a more sustainable future for their
businesses and people.

Establish clear ESG policies and procedures:
Translate your ESG commitments into actionable
steps.

Develop clear policies and procedures

that outline how your company will address

environmental, social, issues.
This could involve policies on sustainable waste
management, ethical sourcing practices, or anti-
discrimination measures. Having clear guidelines

ensures consistency and empowers employees to

and governance

make ESG-conscious decisions.

Enhance transparency and communication: Be
open and transparent about your ESG efforts.
Regularly communicate your ESG goals, progress,
and challenges to stakeholders like
employees, and the community. This could be done
through annual sustainability reports, employee
communication channels, or public disclosures.
Transparency builds trust with stakeholders and
demonstrates your commitment to accountability.

investors,
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Analyst Outlook

The global ESG
consolidate, enforcement will ramp up and be made

landscape will continue to
more public, and stakeholders and regulators will
continue to look closely at how businesses do
business. A report by the Risk Management Society
(RIMS) indicates that over 65% of risk management
professionals now incorporate ESG criteria into
their risk assessment processes, recognizing the
critical impact of ESG factors on overall risk profiles.

If history is any indicator, the EU will continue to
lead the way with ESG regulation and enforcement,
with the U.S. and rest of the world following suit.
Publicly traded companies have a clear need to align

on these requirements and disclosure frameworks,
and private firms should also prepare now as this
information is financially material and will impact
future equity events.

The SEC decision will certainly be both imperfect
and controversial, but it will soon impact companies
operating in and likely those doing business with the
U.S. in some capacity. There will likely be significant
overlap with the disclosure requirements coming
out of the EU and California, so aligning with the
CSRD, CSDDD will be important, as well as using the
ISSB and TCFD frameworks for disclosure.

o6

“ESG considerations are no longer confined to local regulations or
investor demands. The expanding reach of ESG in GRC reflects the
global interconnectedness of environmental and social challenges,
requiring a holistic approach to risk management and responsible

corporate governance.

- World Business Council for Sustainable Developement (WBSCSD)




EMERGING TRENDS IN GRC FOR 2024

Data-Driven Compliance:
foundation for GRC

Imagine gathering a mountain of rocks, hoping to .
build a house. You might get overwhelmed, and the
structure might not be very stable. Compliance data
is similar. Just collecting mountains of information
isn'tenough. Youneed aplantoturnitinto actionable
knowledge that helps your business thrive.

Compliance data is your business's secret weapon
against trouble. Think fines, bad press, or even
employee leaks, all these headaches can stem from
compliance issues. But with a clear picture of your
compliance risks, you can avoid them altogether.

So, how do you transform data into knowledge?

Here's the key: gather the right data from multiple .
sources. It's like gathering the specific building
materials you need for your house, not just any rocks!
This section of your GRC report will delve deeper
into the specific data sources and methods for
building a comprehensive compliance knowledge
base.

Let's explore some of the questions this data can
answer to help you identify potential weaknesses
and strengthen your compliance posture. For
example, by analysing compliance data, you can
identify:

«  Conflicts of Interest: Where do people in your
organization have conflicts of interest, perhaps
with third-party vendors or competitors, and
what potential risks do these poses to the
business?
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Building a Strong

Third-Party Vendor Risk: Are there known risk
factors associated with existing or potential
third-party vendors?

Policy Adherence: Are existing policies being
attested to and adhered to at each level of the
organization (site and department)?

Policy Management: Are policies and
procedures accurately managed to ensure
information is up to date and relevant?

Employee Compliance Training: Are employees
completing training on relevant compliance
topics?

Employee Concerns: How are employees
voicing concerns about potential compliance
issues?

Concern Resolution: How are concerns
investigated and followed up on?

By collecting data that answers these questions,
you can identify potential weaknesses and take
steps to strengthen your compliance posture.
This data, along with systems to track and
address issues, forms the foundation for a
strong and resilient business.
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GRC-Data Compliance: Effective Data Integration for Actionable Insights

Merely collecting data isn't sufficient. It's essential
to create a framework that connects data from
different systems through common elements such
as locations and shared terminologies. This method
organizes scattered data into a clear story that
reveals more detailed insights.

For example, when HSBC was fined $1.9 billion in
2012 for poor anti-money laundering practices, it
became evident that their disparate data systems
failed to provide a holistic view of suspicious
activities. In
data integration, allowing for better tracking and
reporting of potentially illegal activities across
global branches, which significantly improved their
compliance with regulatory requirements.

response, HSBC enhanced their

Data linking is crucial for effective categorization
and aggregation, which in turn supports meaningful

$1.9 billion

was fined to HSBC in 2012 for poor anti-money
laundering practices, it became evident that their
disparate data systems failed to provide a holistic
view of suspicious activities.

analysis and actions. Consider the healthcare sector,
where patient safety is paramount. Hospitals that
integrate data from various sources such as patient
records, drug administration logs, and equipment
maintenance reports - can better identify and
address potential safety issues. For instance, linking
medication errors to specific shifts or personnel can
lead to targeted training or changes in procedures,
thus reducing future errors.

Leveraging Data Analysis for Effective Compliance Management

Understanding how to connect and analyse diverse
data sets can significantly improve your ability to
manage and enhance compliance frameworks. This
isn't reserved only for data scientists; compliance
officers can also gain a lot from data-driven insights.

For instance, after Volkswagen was embroiled in the
emissions scandal in 2015, the company invested
heavily in data integration to monitor and ensure
compliance with environmental regulations more
effectively. By creating a robust system to track
emissions data across their vehicle lines, Volkswagen
was able to better adhere to global environmental
standards and restore trust with consumers and
regulators.
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Amazon exemplifies how integrating transaction
data  with
manage operations across different regulatory

compliance requirements  helps
environments efficiently. This approach not only
aids in maintaining compliance but also supports
their business scalability and operational efficiency.
By linking data from employee training to specific
compliance metrics, organizations can pinpoint
areas needing attention. According to a 2020
Deloitte study, companies integrating training
outcomes with compliance performance are 30%
more likely to reduce violations.
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The Broad Benefits of Data-Driven Compliance

A well-integrated compliance data system extends
beyond preventing financial fraud and avoiding
penalties; it underpins essential internal training and
fosters a sustainable compliance culture. The impact
on organizational culture and employee morale is
profound, although not always quantifiable.

Employees who observe their company actively
promoting a compliance-oriented culture are
more likely to feel engaged and committed. They
are also more prepared to report issues, which is
crucial for averting major risks. On the other hand,
companies that fail to use data proactively can
face reputational damage, whether from regulatory
bodies or public opinion. Proactive data usage can
decisively counteract these challenges.

Best Practices

Accuracy is Paramount: Standardize data formats
and definitions across departments to eliminate
confusion. Regularly cleanse your data to remove
errors and duplicates and implement validation
processes to guarantee accuracy before information
enters the system. Dirty data can lead to flawed
compliance assessments and reporting.

Accessibility for All: Consolidate compliance data
from various sources into a central repository
for easy access and analysis. Integrate your GRC
system with other relevant systems to avoid data
silos and redundancy. Finally, design a user-friendly
interface for authorized personnel to easily access
and analyse the data they need.

Security First: Protect sensitive data with robust
access controls based on user roles. Encrypt data
at rest and in transit and maintain clear audit trails to
track modifications and ensure traceability.
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For example, Walmart utilizes a sophisticated data
management system to oversee compliance across
its global supply chains, particularly in monitoring
labour practices and safety standards. This system
allows for real-time reporting and immediate
corrective actions where necessary.

In essence, effective data integration and analysis
within compliance strategies allow organizations
to not only address compliance issues efficiently
but also to promote a transparent, accountable
workplace culture that minimizes risks and enhances
the overall health of the corporation. This strategic
shift is crucial for sustaining robust compliance
practices across industries.

Data-Driven Decisions: Leverage data analytics to
identify trends, patterns, and potential compliance
risks. Automate report generation for efficiency
and accuracy and define key performance
indicators (KPIs) to measure progress and program

effectiveness.

Continuous Improvement: Invest in data
governance training for your workforce. Regularly
review and update your data management

practices staying up to date with regulations and
best practices. Embrace a culture of continuous
improvement by actively seeking ways to optimize
your compliance data management processes.

By adhering to these best practices, you can
ensure your GRC program has access to high
quality, reliable, and secure compliance data. This
empowers informed decision-making, effective risk
management, and a clear demonstration of your
commitment to regulatory compliance.
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Analyst Forecast

The forecast on the impact of a well-integrated
compliance data system highlights significant future
trends in organizationalmanagement. As technology
evolves, the role of data integration in enhancing
internal training and fostering a sustainable
compliance culture becomes increasingly crucial.
This strategic approach not only mitigates risks but

also boosts employee morale and engagement.

Future projections suggest that the use of Al and
ML in compliance strategies will become more

prevalent. These technologies are expected to
provide predictive analytics that can
potential compliance issues before they arise,
address
proactively. For example, in the automotive industry,

identify

allowing organizations to problems

Ford has leveraged advanced data analytics to
enhance its safety compliance measures. By
analysing patterns in manufacturing data, Ford has
pre-emptively addressed potential safety issues,
significantly reduced recall rates and strengthening

consumer trust.

In summary, as organizations continue to integrate
advanced analytical tools into their compliance
frameworks, they will enhance their ability to
manage and
effectively. This data-driven approach is pivotal for
promoting a transparent and accountable corporate
culture, essential for minimizing risks and enhancing
the overall health of corporations.

foresee compliance challenges




EMERGING TRENDS IN GRC FOR 2024

Cybersecurity as a Compliance Enabler

In  the the evolution
of technology has significantly altered how
organizations  approach

Previously, safeguarding sensitive information was

realm of compliance,

risk  management.
predominantly about physical security measures
like fences, locks, and guards. Addressing insider
threats such as asset misuse or
theft typically involved robust hiring practices,
surveillance cameras, and physical access controls,

information

which were effective when data theft meant
physically removing documents, a method that now
seems almost obsolete.

Protecting information used to be less complex.
Keeping bad actors outside of an organization
meant fences, door locks and security guards. While
managing the risk of employees and other insiders
misusing or stealing assets and information was a
little tricky.

But good hiring practices, security cameras and
simple physical access limitation policies worked
pretty well. After all, stealing information meant
physically taking or copying actual documents and
walking out with them or taking pictures with a
camera and then getting the film developed. Pretty
cumbersome and inefficient.

Though it feels like a long time ago, the changes
in technology that have reshaped our security
practices are relatively recent. The iPhone, which
changed how we use personal technology, came
out in 2008. The first chief information security
officers (CISOs) were named in the 1990s by banks,
but this role only became common in many types of
organizations about a decade ago.
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Now, almost everyone carries a smartphone that
acts as a mini-computer, camera, and recorder all
in one. Laptops have taken over from the larger
desktop computers, and today’'s business tools are
smaller, faster, and more connected. They are also
more at risk of being hacked. According to Gordon
Moore, a founder of Intel, the processing power
of computers doubles every two years, a concept
known as Moore's Law. This reflects the incredibly
fast pace of technological progress which has led
to constant software updates and innovations,
boosting productivity and efficiency.

These technological advances offer great
opportunities for businesses to work more efficiently
and make more money. However, they also bring
challenges, drawing the attention of sophisticated
cyber criminals and leading governments to expect
more robust security measures from companies.
For instance, in the healthcare sector, the move
to electronic health records and telemedicine has
made services better but also increased the risk
of data breaches, forcing healthcare providers to

tighten security and compliance.

As Al becomes more common and the future of
quantum computing draws closer, the balance
between progress and risk is making corporate
compliance and security functions more crucial.
These roles, once considered secondary, are now
seen as essential in managing the complexities of
modern information security and compliance. This
shift highlights the growing need for strategic and
effective risk management in organizations.
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Cybersecurity and Compliance: A Vital Partnership

The evolving relationship between cybersecurity
professionals and compliance teams is becoming
increasingly crucial as they tackle overlapping
responsibilities and address the growing threats to
sensitive information, such as customer data and
personally identifiable information (PII). As new
cybersecurity tools and compliance policies are
implemented to mitigate these risks, both teams
find themselves at the forefront of protecting
organizational integrity.

For instance, the implementation of the U.S.
Department of Justice's Evaluation of Corporate
Compliance Programs necessitates assessing and
mitigating risks associated with insufficient cyber
controls, such as data loss, privacy breaches, and
operational impacts. This highlights the crucial
role of compliance in addressing cybersecurity
weaknesses.

Additionally, the U.S. Securities and Exchange
Commission (SEC) has recently mandated that
publicly traded companies disclose significant
cybersecurity incidents and detail their strategies

Emerging Threats

Ransomware attacks, where hackers lock up your
data and demand money to unlock it, are getting
more common. Thisisn't just bad for business; it can
also cause compliance problems. Many laws require
companies to have plans for dealing with security
breaches, and having a ransomware response plan
shows you're prepared. The financial impact of
ransomware is expected to rise dramatically. By
2031, it's estimated that ransomware could cost
the world as much as $265 billion annually. Also,
some laws say you need to tell people if their data
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for managing cybersecurity risks. This regulation
underscores the seriousness of cybersecurity
transparent risk

threats and the need for

management strategies.

In practice, the challenge for cybersecurity and
compliance professionals is to educate and align
the organization on the risks associated with new
technologies and tools that are introduced for
innovation, cost savings, or transformation. This
can sometimes place them in a challenging position
with business partners, especially when maintaining

proper security hygiene requires additional
investment in tools or other resources.
However, a strong partnership  between

cybersecurity and compliance teams is essential for
building and maintaining a corporate culture that
meets the expectations of various stakeholders—
governments, customers, employees, and others.
By working together, these teams can advance
the cultural imperatives of both groups and the
organization more effectively and efficiently,
ensuring that the company stays ahead in a rapidly
changing risk landscape.

gets stolen, which can happen in a ransomware
attack. Following good security practices to avoid
ransomware attacks in the first place helps you
comply with these laws too.

$265 billion

is the estimated annual cost of ransomware to the
world by 2031
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With all these new gadgets connected to the
internet (like smart speakers and thermostats),
there are new challenges to following the rules.
A lot of these devices don't have great security
built-in, so some laws might require companies to
add extra security themselves. Also, these devices
collect a lot of data, so companies need to make
sure they're following data privacy laws about how
they collect, store, and get rid of that information.
According to a study by the security firm Symantec,
loT devices experience an average of 5,200 attacks
per month. This statistic highlights the significant
security vulnerabilities inherent in many loT devices,
underscoring the necessity for manufacturers to
enhance built-in security measures. By thinking
about these challenges ahead of time, companies
can enjoy the benefits of loT technology without

getting in trouble with the law.

Even with the best technology, cybercriminals often
target the weakest link - people. Phishing emails
and social engineering tactics can trick employees
into giving up passwords or clicking on malicious
links. Security awareness training for employees is
crucial to prevent these attacks.

By staying informed about these emerging
threats and taking proactive steps to address
them, organizations can protect themselves from
cyberattacks and ensure they're complying with
evolving regulations.

5,200 attacks

per month are experienced by IoT devices,
according to a study by the security firm Symantec




Best Practices

Regular Cybersecurity Audits: Conduct regular
cybersecurity audits to evaluate the effectiveness
of current security measures and identify
vulnerabilities within the organization. These audits
should be conducted independently of regular IT
assessments to ensure they focus specifically on
security aspects and compliance with internal and
external regulations. Findings from these audits
can drive improvements in security strategies and
help align them more closely with compliance

requirements.

Incident Response Planning: Develop and regularly
update an incident response plan that includes
both cybersecurity and compliance teams. This
plan should outline clear roles and responsibilities,
communication protocols, and steps for mitigating
risks in the event of a security breach or compliance
failure. Regular drills or simulations of potential
scenarios should be conducted to ensure the plan
is effective and that all team members are prepared
to act swiftly and efficiently.

Third-party Management: Contractors and vendors
often have extensive access to organizational
systems and play a critical role in various projects.
However, the level of compliance training and
oversight they receive typically falls short compared
to that provided to employees. Cybersecurity
and compliance teams should collaborate with
supply chain and legal departments to set clear
expectations for third-party training, oversight, and
accountability. This collaboration should extend
to monitoring their performance and integrating
vendor conduct into regular performance reviews.
Consider leveraging supplier codes of conduct
as a tool to emphasize updated cyber risk and
compliance standards.
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Effective Data Sharing: As organizations adopt
increasingly sophisticated tools, ensuring these
systems
While many systems such as HR platforms and
GRC tools are frequently updated or replaced,
they often remain unconnected. Encouraging
interdepartmental data sharing can help identify
trends and validate risk assessments, making data
more actionable. Granting cybersecurity leaders
access to a wider array of risk-related data can
significantly enhance their ability to plan and deploy
resources effectively for better risk mitigation.

communicate effectively is crucial.

Unified Communication Strategies: To prevent
mixed messages, it's crucial to maintain a unified
approach to communicating about cyber risks and
compliance directives. Organizations should strive
for clear, consistent, and regular communication,
rather than only responding after incidents. Joint
communications from both cybersecurity and
compliance leadership can enhance engagement
and effectiveness. Partnering with a dedicated
communications team can help fine-tune the
delivery and frequency of messages to avoid
overwhelming the audience.

Integrated Training Programs: Compliance and
cybersecurity training should be coordinated to
achieve shared goals. Both teams need to be aware
of each other's training content and schedules.
Collaborative training initiatives, especially in areas
where responsibilities overlap, can enhance the
effectiveness of the training by consolidating
technical resources and reinforcing key messages.
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Analyst Forecast

As cyber threats grow and regulatory demands
increase, the synergy between cybersecurity and
compliance teams becomes crucial for managing
insider threats and ensuring data privacy. Integrated
teams can significantly reduce data breach costs, a
finding supported by the Ponemon Institute which
notes a potential 40% cost reduction when these
functions are aligned.

such as the GDPR and CCPA
underscore the need for stringent compliance,

Regulations

where non-compliance can lead to fines as high
as 4% of annual global turnover. This regulatory
environment compels businesses to maintain a
proactive cybersecurity stance closely integrated
with compliance frameworks.

Looking ahead, the use of Al in cybersecurity is
poised to increase. Al can enhance threat detection
and compliance monitoring, potentially preventing
breaches before they occur. Gartner predicts that
by 2025, over 30% of cybersecurity solutions will
primarily use Al, up from less than 8% in 2021.

In summary, as regulations tighten and cyber

threats intensify, the collaboration between
cybersecurity and compliance is not just beneficial
but essential. By harnessing advanced technologies
and fostering a unified approach, organizations can
more effectively safeguard against cyber threats

and compliance breaches.

06

Effective cybersecurity is not just about protecting data; it's a
cornerstone of compliance with data privacy regulations like
GDPR and CCPA. By prioritizing cybersecurity, organizations can
demonstrate their commitment to data protection and minimize
the risk of regulatory fines and penalties.

- Julie Brill, Commissioner, Federal Trade Commission (FTC)
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EMERGING TRENDS IN GRC FOR 2024

Virtual Vigilance: Maintaining Compliance

in Remote Workforces

The pandemic has permanently changed how we
work, making remote and hybrid work common in
many workplaces. These flexible work setups have
several advantages: they improve company culture,
help employees balance work and life better, allow
companies to hire from a wider pool of candidates,
and cut down on office space costs.

However, as the saying goes, “For every action,
there is an equal and opposite reaction.” Moving
to remote work has its downsides. It has increased

certain risks and brought about new challenges.
Issues like cybersecurity threats, protecting private
information, and keeping up with compliance rules
have become more complicated with employees
spread out and not in a central office. As more
people work remotely, businesses need to update
their strategies for managing risk and ensuring they
follow rules properly, making sure they keep their
operations safe and up to standard even when their
teams are not all in one place.

The Regulatory Remote Work Revolution

The explosion of remote work has governments

worldwide scrambling to adapt labour and
compliance regulations. Some countries, like Spain
and Finland, are leading the way with comprehensive
remote work laws. These laws often establish
employee rights to request remote work, outline
employer responsibilities regarding equipment
provision, and set clear guidelines for work hours

and communication.

Others, like the UK and India, are still fine-tuning
their addressing concerns around
defining remote work hours and ensuring fair

regulations,

compensation practices. However, some global
best practices are emerging. These include clear
communication protocols between employers and
employees, establishing expectations for remote
work performance, and providing training on
cybersecurity and data privacy in a remote setting.
It's important to remember that even with evolving
regulations, companies still need to be mindful
of existing employment laws regarding minimum
wage, overtime pay, and paid leave, which apply to
remote workers as well. Data protection regulations
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like GDPR (General Data Protection Regulation)
also dictate how companies handle employee data,
even when working remotely. Additionally, working
remotely across borders can present complex tax
issues for both companies and employees.

Ensuring health and safety in a remote work
extending  traditional
workplace safety regulations beyond the office
walls. Companies can achieve this by offering
guidance on setting up ergonomic workspaces
at home, promoting employee mental wellbeing
through regular breaks and virtual team building,

environment  requires

and conducting remote work risk assessments to
identify potential safety hazards. Providing training
and resources on remote work safety practices
empowers employees to create safe and healthy
workspaces at home.

By staying informed about evolving regulations

and prioritizing employee safety, companies
can navigate the remote work landscape with
confidence, ensuring compliance and a healthy

work environment for their remote teams.
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Emerging Risks in Remote and Hybrid Work Environments

Decreased Direct Supervision: In remote and
hybrid setups, the lack of direct, physical oversight
by managers, often called “line of sight,” can
reduce a managers ability to directly observe
and engage with their teams. This reduction in
direct contact can diminish the spontaneous
interactions that typically promote a vibrant work
culture and motivate employees. Gallup's research
indicates that employees working remotely may
feel less connected to their company's culture,
which can negatively impact their performance
and job satisfaction. Furthermore, without direct
supervision, it becomes easier for those inclined to
unethical behaviour to avoid detection, potentially
leading to
misconduct.

increased incidents of workplace

Complex Network security: robust
network security is more challenging in remote
work environments where IT departments have
less control over the physical setup and security
practices of employees’ home networks. Remote
work often requires systems to be accessible over
the internet, increasing vulnerability to cyber-
attacks. According to a Symantec report, security
breaches have increased significantly with the shift

to remote work, primarily due to the difficulty in

Ensuring

enforcing comprehensive cybersecurity measures
like multi-factor authentication and secure VPNs.
This makes it essential for companies to invest
in advanced security solutions and continuous
employee training on cybersecurity best practices.

OpportunitiesforMisconductIncrease: Theisolation
of remote work provides greater opportunities for
fraud, as traditional controls and direct oversight are
diminished. The “Fraud Triangle” suggests that fraud
occurs when someone feels financial pressure, can
rationalize their actions, and sees an opportunity
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to commit fraud without getting caught. The
Association of Certified Fraud Examiners (ACFE)
reports an increase in internal fraud in companies
operating remotely, with the losses often being
substantial. To counter this, companies need to
enhance their detection methods, possibly by using
technology that can monitor and analyse employee
behaviour more effectively to spot potential fraud
early.

Challenges in and Certification
Remote work complicates the
process of verifying if employees are actually
completing their required training and maintaining
their professional certifications. With less oversight,
there's a higher risk that individuals might cheat
on tests or falsify training records. Educause
found that incidents of academic dishonesty are
significantly higherin remote learning environments.
This risk threatens the integrity of professional
standards and could lead to severe consequences
if unqualified personnel perform sensitive tasks.
Organizations must therefore improve their tracking
and verification processes to ensure compliance
with training requirements.

Training
Verification:

Increased confidential reporting and associated
resource strains: With the shift to remote work,
there's been an uptick in the use of confidential
reporting channels. Employees often use these
systems to express concerns about workplace
issues or personal challenges exacerbated by remote
work, such as isolation or financial stress. The 2023
NAVEX report highlights that more employees are
choosing to remain anonymous when filing reports,
possibly due to fear of retaliation or concerns
about job security. This increase puts additional
pressure on HR and compliance departments to
manage these reports effectively, requiring them to
allocate more resources to ensure that all issues are
addressed promptly and appropriately.
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Investigation limitations: Remote work
fundamentally changes how  workplace
investigations, especially those related to

misconduct, are conducted. Traditional in-person
interviews and on-site data collection are now
often replaced with virtual meetings and digital
data gathering. While this shift has reduced costs
and sped up processes, as noted by Corporate
Compliance Insights, which reports up to 50%
savings on
challenges. Virtual interviews might miss non-verbal
cues that can be crucial in assessing truthfulness.

investigations and it also brings

Best Practices

The surge in remote work has necessitated a
new approach to ensuring employee well-being
and regulatory compliance. Here are a few key
considerations to create a safe and compliant
remote work environment:

Policy & Training: Establish a clear remote work
policy outlining expectations for
work hours, communication, and data security.
Complement this with training on remote work
safety practices, data privacy regulations, and
cybersecurity protocols. This empowers employees
to work safely and responsibly.

ergonomics,

Risk Management & Business Continuity:
Proactively identify potential remote work hazards
through regular risk assessments. These hazards
health

concerns, or cybersecurity threats. Develop clear

could include ergonomic risks, mental
procedures for reporting incidents and integrate
remote work scenarios into your business continuity
plan to ensure operational resilience in case of

disruptions.
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To adapt, investigators need to develop new skills
for conducting effective interviews remotely and
utilize technology to capture and analyse more
subtle indicators of deceit.

Upto 50%

savings on investigations has been reported by
Compliance Insights and it also brings challenges.

Compliance & Data Security: Ensure compliance
with  existing
wage, overtime pay, and paid leave for remote

labour laws regarding minimum
workers. Additionally, adhere to data protection
regulations like GDPR when handling employee data
remotely. This includes data security practices and
employee training on their data privacy obligations.
Understanding tax implications of remote work

across borders is also crucial.

Communication & Well-being: Maintain open
communication channels with remote employees to
address concerns, promote well-being, and foster
a sense of connection. Regular check-ins, virtual
team-building activities, and offering resources on
setting up ergonomic workspaces and maintaining
mental health can significantly improve the remote
work experience.

By focusing on these key points, organizations can
create a safe, compliant, and productive remote
work environment that benefits both employees
and the business.
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Analyst Forecast
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The shift toremote work has undoubtedly expanded the compliance
landscape for organizations. However, robust data governance
practices and a culture of compliance can act as a virtual vigilance
net, ensuring adherence to regulations even in a geographically

dispersed workforce.

- Michael Rasmussen, Chief Privacy Officer at Duo Security

As we analyse the impact of the remote workforce
on GRC based on trends from the past three years,
it's clear that organizations are entering a critical
phase of adaptation. The remote work model
has significantly altered how GRC functions are
managed, emphasizing the need for enhanced data
analytics, improved employee engagement, and
robust digital infrastructure.

Advanced data analytics have become crucial in
identifying and mitigating risks associated with
remote work. According to the Association of
Certified Fraud Examiners, organizations that
have integrated sophisticated analytics into their
GRC frameworks have seen fraud detection rates
improve by 75%. This demonstrates the vital role
of technology in pre-empting financial and ethical
violations.

Moreover, the shift to remote work has made the
well-being of employees a significant
concern, directly impacting compliance and ethical
standards. Organizationsare expectedtoinvestmore

mental
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in mental health resources and training programs to
ensure a healthy and compliant workforce. Deloitte's
insights suggest that companies with strong
engagement and mental health support see a 20%
decrease in misconduct and notable improvements
in employee satisfaction.

The challenges of maintaining a robust GRC
framework in a remote environment also include
adapting investigative processes to the digital
realm. With reduced physical oversight, virtual
platforms and digital tools are becoming essential
for conducting effective compliance checks and
investigations.

In conclusion, the forecast for GRC in the context
of a remote workforce involves a strategic overhaul
of traditional practices to include more proactive
data usage, greater focus on mental health, and
leveraging effective

governance and compliance. This transition is not

technology to maintain
just necessary for compliance but is also crucial for

building a resilient and ethically sound organizational
culture in the digital age.
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Conclusion

The transition to remote work and the rapid
evolution of digital presents
significant  challenges  for GRC
frameworks, compelling organizations to rethink
and adapt their strategies to manage increased risks
and compliance obligations effectively. This report
underscores the necessity for organizations to
adopt advanced analytical tools for proactive fraud
detection, to strengthen their digital infrastructures
to protect sensitive information, and to cultivate a
workplace culture that supports transparency and
inclusiveness among remote employees.

technologies
traditional

These strategic
navigating  the

imperatives are essential for

successfully contemporary

EM3B60 &k seo

regulatory landscape and maintaining operational
resilience.
enables organizations to not only secure their
operational and ethical boundaries but also to
capitalize on the opportunities presented by
digital transformation. In doing so, they position

Proactively refining GRC practices

themselves for sustained success and innovation
in an increasingly competitive and regulated global
market. Strengthening GRC capabilities, therefore,
is not just about compliance and risk mitigation
it's about shaping an organizational culture that is
adaptable, ethical, and forward-looking, ready to
meet the challenges and seize the opportunities of
the digital age.
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