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Allowlisting

Application Allowlisting denies all applications from

running except those that are explicitly allowed. This

means untrusted software, including ransomware and other
malware, will be denied by default.

When the agent is first installed, it operates in Learning
Mode. During this period, all applications and their
dependencies found on the computer are cataloged

and policies are created to permit them. After the

learning period, the IT administrator can review the list

of applications, remove those that are not required, and
secure the computer. Once the computer is secured, any
untrusted application, script, or library that tries to execute
will be denied. The user can request new software from the
IT administrator, and it can be approved in 60 seconds.

Application Allowlisting has long been considered the

gold standard in protecting businesses from known and
unknown malware. Unlike antivirus, Application Allowlisting
puts you in control of what software, scripts, executables,
and libraries can run on your endpoints and servers.

This approach not only stops malicious software but also
stops other unpermitted applications from running. This
process greatly minimizes cyber threats and other rogue
applications running on your network.

THREATLOCKER

Using the ThreatLocker® solution, you can deny
any application from running on your device that
is not a part of the allowlist. This helps to mitigate
and stop cyberattacks from happening on your
devices or across your network.

A powerful firewall-like policy engine that allows
you to permit, deny or restrict application access
at a granular level.

Permit access to applications for a specified amount
of time. Automatically block the application after the
policy has expired.

ThreatLocker® automatically adds new hashes
when application and system updates are
released, allowing your applications to update
without interference, while preventing updates
from being blocked.

CODEEDITOR.exe has been blocked
from executing.

Request Access
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Ringfencing”

Ringfencing™ controls what applications are able to do

once they are running. By limiting what software can do,
ThreatLocker® can reduce the likelihood of an exploit being
successful, or an attacker weaponizing legitimate tools such
as PowerShell.

Stop fileless malware by limiting what applications
are allowed to do.

Ringfencing™ allows you to control how applications

can interact with other applications. For example, while

both Microsoft Word and PowerShell may be permitted,
Ringfencing™ will stop Microsoft Word from being able to call
PowerShell, thus preventing exploits of vulnerabilities, such
as Follina, from being successful.

Stop applications from interacting with other
applications, network resources, registry keys,
files, and more.

Limit application attacks, such as application

hopping, by controlling what applications have
Under normal operations, all applications permitted on access to.

an endpoint or server are able to access all data that the
operating user can access. This means if the application is
compromised, the attacker can use the application to steal or The average computer has over 500 applications
encrypt files. Ringfencing™ allows you to remove file access and only a handful of those need to access
permissions for applications that do not need access and your.file.s. With Ringfencing”".you.decide which
even remove network or registry permissions. sEpliEies needl o a3 wileh fes:

When you first deploy Ringfencing™, your device will
automatically be aligned with the default ThreatLocker®
policies. These policies are then automatically applied to a list _
of known applications such as Microsoft Office, PowerShell,

or Zoom. The aim of the default policies is to provide a

baseline level of protection for all endpoints. Each of these Permit with Ringfence

policies can easily be manipulated to fit any environment at Microsoft Office

any time. Our team of dedicated Cyber Heroes are always on

hand to support any requests, 24/7/365.

Application Interactions

Files Registry  Internet
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Elevation Control

Elevation Control enables users to run specific applications
as a local administrator, even when they do not have local
admin privileges. Elevation Control puts IT administrators
in the driving seat, enabling them to control exactly what
applications can run as a local admin without giving users
local admin rights.

Gives you the ability to approve specific
applications to run as an administrator, even if the
user is not a local administrator.

When ThreatLocker® is first deployed, all existing
applications are learned. Administrators can review

the applications and select which can be run as a local Users can request permission to elevate
administrator. Once enabled, a user can run the software applications and attach files and notes to support
as a local administrator without entering any credentials. their requests.

Enables you to set durations for how long users are
allowed access to specific applications by granting
either temporary or permanent access.

Ringfencing™ ensures that once applications are
elevated, users cannot jump to infiltrate connected
applications within the network.

QUICKBOOKSUPDATER.exe

QUICKBOOKSUPDATER.exe
needs to run as a local
administrator.

Request Elevation @D Remote Desktop App

@D Accounting Server Manager Till

@D Text Editor Updater il
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Storage Control

Storage Control provides policy-driven control over storage
devices, whether the storage device is a local folder, a
network share, or external storage such as a USB drive.
ThreatLocker® Storage Control allows granular policies to
be set, which could be as simple as blocking USB drives, or
as detailed as blocking access to your backup share except
when accessed by your backup application.

A full detailed audit of all file access on USB,
Network, and Local Hard Drives is centrally
accessible within minutes of a file being opened.

These policies allow or deny access to storage
Unified Audit provides a central log of all storage access based on user, time, applications, and more.

by users on the network and those working remotely, right
down to the files that were copied and the serial number of
the device. The user is presented with a pop-up with the option
to request access to the storage device.

When a storage device is blocked, a user is presented
with a pop-up where they can request access to a storage
device. The administrator can choose to permit the storage USB Policies allow access based on device serial
device in as a little as 60 seconds. number, vendor, and/ or file type.

Storage Control
TH REATL@CKER Should this policy apply to encyrpted devices?

@ Apply to both encyrpted and non-encrypted devices
O Only encrypted devices

O Only non-encrypted devices

Which users and groups should this apply to?

@ Apply to all users and groups

@ Public Share (O select users and groups

@D Network File Access

What programs does this policy apply to?
@» UsE n O All Programs
@ Only the following programs
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Network Access Control

ThreatLocker® NAC is an endpoint and server firewall

that enables you to have total control over network traffic,
which ultimately helps you to protect your devices. Using
custom-built policies, you can allow granular access based
on IP address, specific keywords, agent authentication, or
dynamic ACLs.

The local network is no more. Users are not only working
from the office but also remotely, meaning that the
network we all utilize has quickly become the internet.
This dissolution of the perimeter leaves devices and data
vulnerable and exposed to cyber threats. This is why

you need network traffic controls in place to protect your
device and, by extension, your data. You can achieve this
by implementing a Network Access Control solution (NAC).

Dynamic ACLs allow you to automatically open ports based
on a computer’s or group of computers’ location at a point
in time. With dynamic ACLs, the connection between
server and client is direct, unlike a VPN that needs to
connect through a central point.

Network Access Control

Sources

NAC gives users the ability to configure
network access to endpoints using global and
granular policies.

The cloud-managed solution provides customers
with a centralized view of endpoint policies and
network traffic across your organization.

NAC enables users to deny all traffic to published
servers while permitting a single computer access
by IP address or dynamically using a keyword. This
is great for a user who is traveling often.

Ensure rogue devices on your network
cannot access your servers or endpoints with
Dynamic ACLs.

@D Block Group RDP
Ports @ Permit Webserver

Destination Locations
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About ThreatLocker?®

ThreatLocker® is a leader in endpoint security technologies,
providing enterprise-level cybersecurity tools to improve the
security of servers and endpoints. ThreatLocker’s combined
Application Allowlisting, Ringfencing™, Storage Control, Elevation
Control, and Endpoint Network Access Control (NAC) solutions are
leading the cybersecurity market towards a more secure approach
of blocking the exploits of unknown application vulnerabilities. To
learn more about ThreatLocker® visit: www.threatlocker.com

If you're interested in learning more about how ThreatLocker® can
help you better protect your business, reach out to a Cyber Hero
today: www.threatlocker.com/demo-sign-up
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